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Status

)X Responsive to communication(s) filed on 07 February 2007.
2a)X] This action is FINAL. 2b)[_] This action is non-final.
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4) Claim(s) 1-24 is/are pending in the application.
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Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

11)] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)BJ Acknowledgment is made of a claim for foreign priority under 35U.S.C. § 119(a)-(d) or (f).
a)lJ Al b)[] Some * c)[_] None of: '
1..4 Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No. ______
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DETAILED ACTION
1. 'fhis action is in response to the amendment filed on 02/07/2007.
2. The new drawings have been entered.
3. The 112, 2™, paragraph rejection has been withdrawn.

4. Claims 1-2, 4-9, 12-17, 19, 21 and 23 are amended; Claims 1-24 are pending in

this application.

Response to Arguments
5. Applicant's arguments with respect to claims 1-24 have been considered but are

moot in view of the new ground(s) of rejection.

~ Claim Rejections - 35 USC § 103
6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

7. Claims 1-15 and 23-24 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Rowney et al. (US 5987140) (hereinafter Row) in view of Toh et al.
(Pub. No. 2002/0129238) (hereinafter Toh).

8. Regarding claim 1, Row discloses the steps of generating key information in a
contact station; forming encrypted checking information from the key information and

from the transaction indicator in the contact station (Row: see figure 4 and column 13
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lines 4-20: Merchant generates a random encryption key and then uses the random
-encryption key to encrypt combined block (530: comprises authorization request, public
key certificate, signature public key certificate and digitél signature) to form encrypted
combined block (550)), encrypting the key information in the contact station (Row:
column 13 lines 21-24), transmitting the encrypted checking information and the
encrypted key information to an.intermediate station (Row: column 13 lines 29-36),
storing the encrypted key information and the encrypted checking information in the
intermediate station and subsequently tran'smitting the encrypted key information and
the encrypted checking information to a bryptographic module at a different time from
the transfer between the contact station and the intermediate station (Row: see figure
1C). Row does not explicitly disclose temporarily storing the encrypted information (i.e.,
encrypted key information, encrypted checking information) in the intermediate station.
Toh discloses temporarily storing the encrypted information (i.e., encrypted key
information, encrypted checking information) in the intermediate station (Toh: see
figures 3 and 5; paragraphs [0013, 0094, 0096]). Therefore, it would have been obvious
to one ordinary skill in the art to apply the teaching of temporarily storing the encrypted
information in the intermediate station (i.e., operations center) of Toh within the system
of Row becauge there is a need for a flexible delivery system which provides integrated
key management so that reliable delivery and end-to-end security can be achieved, thus
providing some or all of the following benefits: (1) reliable/guaranteed delivery for
transactions-a delivery will not be lost; (2) confidentiality for transactions-only the

recipient can open a delivery; (3) non-repudiation for transactions; and (4) complex.
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routing of transactions among multiple recipients, including over the Internet between
different organizations (Toh: paragraph [0018]).

9. Regarding claim 2, Row in view of Toh discloses randomly generating the key
information (Row: column 13 lines 4-14).

10.  Regarding claim 3, Row in view of Toh discloses configuring at least one of the
encrypted key information and the encrypted checking information is in such a way that
it cannot be decrypted in the intermediate station (Row: column 16 lines 10-22).

11.  Regarding claim 4, Row in view of Toh discloses decrypting the encrypted key
information with a key contained in the cryptographic module (Row: column 13 lines 45-
58). | |
12. Regarding claim 5, Row in view of Toh discloses entering document data into the
cryptographic module (Row: column 14 lines 1-13).

13.  Regarding claim 6, Row in view of Toh discloses irreversibly linking the
document data to the key information (Row: see figures 6 A and B).

14.  Regarding claim 7, Row in view of Toh discloses irreversibly linking the
document data and the key information by forming a check value from the key
information (Row: column 12 lines 43-65). ’

15.  Regarding claim 8, Row in view of Toh discloses combining the document data
and the key information that is irreversibly linked to the document data for form at least
one of a document and a data record and transmitting the document or data record to a

checking station (Row: see figures 6 A and B).
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16.  Regarding claim 9, Row in view of Toh discloses wherein the document or data
record transmitted to the checking station is transmitted at least partially in plain text
(Row: see figures 6 A and B).

17. Regarding claim 10, Row in view of TcSh discloses entering the encrypted
checking information into the document or data record that is transmitted to the
checking station (Row: see figures 6 A and B).

18. Regarding claim 11, Row in view of Toh discloses encrypting information
remaining in the cryptographic module in such a way that it can be decrypted in the
cryptographic module (Row: see figure 8).

19. Regarding claim 12, Row in view of Toh disclosés supplying the cryptographic
module with the information from a cryptographically reliable station that can be relied
on by the checking station (Row: see figure 12 and column 17 lines 44-67 and column
18 lines 1-33).

20. Regarding claim 13, Row in view of Toh discloses using cryptographic
encryptions that the checking station can reverse (Row: column 13 lines 4-13).

21. Regarding claim 14, Row in view of Toh discloses supplying the cryptographic
module via communication partners that are cryptographically non-reliable and
forwarding information to the cryptographic module at a different point in time from the
transfer of information between the contact station and the intermediate station (Row:
see figure 1C and column 18 lines 34-42).

22. Regarding claim 15, Row in view of Toh discloses supplying of the cryptographic

module via communication partners that are cryptographically not reliable is carried out
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in such a way that an exchange-of information within a dialog is not necessary (Row:
see figure 1B). |

23. Regarding claim 23, this claim has limitations that is similar to those of claim'1,
thus it is rejected with the same rationale applied against claim 1 above.

24. Regarding claim 24, Row in view of Toh discloses wherein the information is
enérypted in such a way that it cannot be decrypted in the value transfer center (Row:
column 16 lines 10-22).

25. Claims 16-22 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Row in view of Toh, and further in view of Singer (US 6724894) (hereinafter Singer).

26. Regarding claim 16, Row in view of Toh does not explicitly disclose
cryptographically linking the key information and the encrypted checking information to
each other, such that said linking cannot be discovered by means of crypto-analysis.
Singer discloses cryptographically linking the two types-of data to each other, such that
said linking cannot be discovered by means of crypto-analysis (Singer: see Abstract and
column 3 lines 45-62). Therefore, it would have been obvious to one ordinary skill in the
artto épply the teaching of crypto-analysis of Singer to Row in view of Toh’s method to
reduce side channel attacks pose a significant threat to cryptographic system.
Differential power analysis attacks allow an attacker to extract secret protected
information from a supposedly secure cryptographic device by measuring variations in
power consumption over time, and then applying sophisticated analysis to this

information (Singer: column 1 lines 33-36).
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27. Regarding claim 17, Row in view of Tod in view of Singer discloses wherein the
cryptographic linking of the key information an the encrypted checking information is
such that non-linear fractions are added that are known only to the reliable contact
station and to the checking station (Row: see figure 6 A and B).

28. Regarding claim 18, Row in view of Toh does not explicitly disclose wherein the
generated forgery-proof documents or data records contain monetary value information.
Singer discloses wherein the generated forgery-proof documents or data records
contain monetary value information (Singer: column 3 lines 7-25). Therefore, it would
have been obvious to one ordinary skill in the‘art to apply the teaching of encrypted
postage value of Singer to Row in view of Toh's method fo generate secure postal
indicia by selected data on the mailpiece as the postage value and then uses a secret
key to encrypt the postage value to form an encrypted postage value.

29. Regarding claim 19, Row in view of Toh does not explicitly disclose connecting
the monetary value information to the document 6r data record, and forming a check
value by comparing the monetary value information to the document or data record.
Singer discloses connecting the monetary value information to the document or data
record in such a way that a check value can be formed by comparing the monetary
value information to the document or data record (Singer: column 7 lines 43-49).
Therefore, it would have b'een obvious to one ordinary skill in the art to apply the
teaching of hashlvalue of Singer to Row in view of Toh’s method to create a check

value (or hash value) based upon the monetary value to verify that the monetary value
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has not been altered because altering the monetary value would change the check
value (or the hash value).

30. Regarding claim 20, Row in view of Toh does not explicitly disclose wherein the
monetary value information contains proof of the payment of postage amounts. Singer
discloses wherein the mqnetary value information contains proof of the payment of
'postage amounts (Singer: column 9 lines 5-9 and column 10 lines 3-19 and column 3
lines 7-25). Therefore, it would have been obvious to one ordinary skill in the art to
apbly the teaching of hash value of Singer to Row in view of Toh’s method to create a
check value (or hash value) based upon the mbnetary value to verify that the monetary
value has not been altered because altering the monetary value would change the
check value (or the hash value).

31.  Regarding claim 21, Row in view of Toh does not explicitly disclos? linking the
monetary value information to identification data. Singer discloses linking the moﬁetary
value information that proves the payment of postage amounts to identification daté of
the document producer (Singer: column 4 lines 23-43). Therefore, it would have been
obvious to one ordinary skill in the art to apply the teaching of hash value of Singer to
Row in view of Toh's method to create a check value (or hash value) based upon the
monetary value to verify that the monetary value has not been altered because altering
the monetary value would change the check value (or the hash value).

32. Regarding claim 22, Row-in view of Toh does not explicitly disclose linking the
monetary value information to address data. Singer discloses linking the monetary

value information to address data (Singer: column 4 lines 44-65). Therefore, it would
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have been obvious to one ordinary skill in the art to apply the teaching of linking the
postage value to address data of Singer to Row in view of Toh’s method depending on
the verification strategy additional elements, including delivery address information, may
be included. An indicium should, at a minimum, contain: 1) the security data, and 2) the
digital token produced by an encryption of the security data. Cryptographic

authentication proves integrity of these elements (Singer: column 4 lines 37-43).

Conclusion
33.  Applicant's amendment necessitated the new ground(s) of rejection presented in
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37
CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
éxtension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later

than SIX MONTHS from the date of this final action.
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Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Trang Doan whose telephone number is (571) 272-
0740. The examiner can normally be reached on Monday-Friday.

If atjtempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained fromthe
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representaiive or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

Trang Doan
Examiner -
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